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Application Security

- MaxPatrol VM

- MaxPatrol8

- PT Application Firewall
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https://www.csr.ru/ru/publications/prognoz-razvitiya-rynka-resheniy-dlya-informatsionnoy-bezopasnosti-v-rossiyskoy-federatsii-v-2022-2026-godakh/
https://ar2021.ptsecurity.com/products-solutions-services
https://ar2021.ptsecurity.com/products-solutions-services
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AHanutuka notpebHocTu

kK
B kagpax B b l. Mano BBEITYCKHHUKOB —
KOHKYPEHIOUA 3a aOUTYpHUE HTA
>30 000 yP yP
2. Ynanenka Bo BpeMs COVID- 19
3. MacmTaOHBIC 3a4a4l IO HUPPOBU3ALUHU
oTpaclieu
19000
4. PocT00BEMA U CITOKHOCTHU KHUOEPYIpO3
5.3aga4u MO UMIIOPTO3aM € I € HUIO
6. Yka3 I[Ipesugenra PO Ne 250 or O Ilmas 2022 r.
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Hawwu undpbl no 2022 & ptcareerhub
n nporHo3 Ha 2023
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CTpykTypa 0by4yeHus

B Positive Technologies 2023 r

© Ku6epbes B By3ax

PT-START

lMporpamma
NOAroTOBKN,
Nno3BonsALLAd
NPUBECTU YPOBEHb
3HaHUN K eaAUHOMY
3Ha4eHuto no 6a3oBbIM
AUCUUNNNHAM,
HeoOXxoANMbIM AnS
npocgeccrMoHanbHOro
passuTuA

Windows Basic
Linux Basic
Network Basic

WEB Basic

( PT CTAXNPOBKM

Mporpamma cTaxnpoBOK
AN HaYMHa WX

cneunanncToB U CTyAeHTOB

cneumanbHocTten AT n UB.

MpegnonaraeTcs
paboTta c peanbHbiMU

kencamu Positive Technologies

M NapTHEPOB KOMNaHUU

AHanuUTUK LieHTpa NpoTUBO-
AencTtauns knbepyrposam

MHXeHep No agMUHUCTPUPOBaHWMIO
npoayktos Positive Technologies

—

WHxxeHep no BHeapeHWio
npopyktoBPositive Technologies

P

CneumanucT no paccnegoBaHuto
MHLUMUOEHTOB MH(OPMAaLMOHHO
6esonacHocTn

/_R

Cneumanuct no obecnevyeHmo
Beb-6e3onacHoCTU

AL
NN

*PT ESC — PT ExpertSecurity Center

e [Tporpammbl akcrnepTHOro obyderHunsa PT

PT-UNIVERSITY

JlabopaTtopus

C nporpammMamm
npoayktamun Positive
Technologies

nna BY3os

[ononHutensHoe npodeccroHanbHoe
obpasoBaHue B BY3ax

MoaroToBka cneunanncToB
B BY3ax npogykram

(PT—PROFF )

lNporpammel
NOArOTOBKM,
npegnonaramowpe
nonyveHue
npodgeccrmoHanbHbIX
HaBbIKOB 1 3HAHUN
crneymanucTam

no cregyloumm
HanpaBneHnsaMm:

CneunanncT No MOHUTOPUHTY
LIMK1-a nMHna MoHUTOpUHra

(@]

neumanmncT N0 MOHUTOPUHTY
MK 2-9 NMHWA MOHUTOPKHra

=

Cneunanuct no
agMuHucTpuposanuo C31

CneumnanucT no
BHegpeHuto C3U

Cneumanuct no obecneyeHuio
Be6-6e3onacHocTH

Windows Forensic

—Linux Forensic
—Network Forensic

)

Kypc no HopmaTuBHOW
6a3e Vb

LI T LT

UXU\J\JU

(PT—PRODUCT )

lNporpammel
npodgeccmoHanbHOro
0by4yeHUsI No NpoayKTam,
pa3paboTaHHbIM KOMMaHUEN
Positive Technologies

MaxPatrol SIEM

MaxPatrol VM

—( PT NAD )

PT AF

—( PT Sandbox )

PT MultiScanner

—( PTAI )

PTISIM

QUL

—( PT XDR )

g
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e Knbepbes ans pykosoauternemn

PT-EXPERT

Mporpamma NoaroToBku,
npeanonaratpuwas
NoJTlyYeHUE SKCMEPTHDIX
HaBbIKOB U 3HAHWUN
OEeNCTBYOLMM
cneuuanmcTam

no cnegyouym
HanpaBnNeHUsIM:

OKCnepTHbIN Kypc No paccriefoBaHuio
MHUMAeHToB (AnekcaHap PenuH)

OKCNepTHbIN KypC N0 MOHUTOPUHTY
VHUnaeHToB (EkatepuHa HukynuHa)

OKCMNepPTHLIN KypC MO ceTeBomn
hopeH3avke (Anekcew JlegHes)

Mporpammbl 06y4eHns
pykoBoauTenen cnyx6 Nb
nog tpeboBaHus Ykasa Ne 250

(ﬂporpamma PTun MY )

Knbepyctonuneas
opraHmsauuns: ynpasneHue
KOMMNaHnen B LM poBoMm
wropme

https:// dpo.econ.msu.ru/programs/cyber -security/



https://dpo.econ.msu.ru/programs/cyber-security/
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MPUHANK y4yacTue
B CTaXKUPOBKeE

12

4YenoBek C Nyynmm
pe3ynbTatamm
TPYAOYCTPOUIUCH

B PT 1 K HaWwmnm 3akasymkam

2 Habop ctaxxepos

1500 OTKIHUKOB

930 0

NMPUHANKU y4dacTue HOMBPbx4Y'bY DI BAKYBUY
B 1 atane ctaxuposkn Y KYE:xdB a VAoUr Ylbk
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Mpopoomkaem obyyaTb pebaT aAMUHNUCTPUPOBAHMIO MPOAYKTOB
Positive n TpygoyctpamBaTtb Ha NPakTUKN U NOCTOSAHHYHO paboTy
K HalWKWM 3aKa34ymkam v napTHepam
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2836 OTKIUKOB

> 1000
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OTanbl NPOXOXAEHUS & ptcareer hub
CTaXkepCKou nporpamMmbl

Ananutuk LleHTpa npoTUBOAE UCTBUS KUOEPyTrpo3am

3anyck nporpaMmmbl CTaXMPOBOK oI0eH 01D Siha BYTOPObHn Hbe 09P Hbr H5bI AbES PHOu b3 o Kk IDAO LM TUYTCEOP bO SO0

B MeAUIHOe MPOCTPaHCTBO P f ANGAU j us x~AlAwypaN
NmxeHep mo afMUHUCTPpUPOBaHHIO TPoaAyKTOB Positive Technologies
OT6op pestome KaHOMOATOB Bribopa kaHIUIaTOB Ha PaboOTYy

k naptHépaMm Positive Technologies
Crnenmanuct mo ooecneue auro WEB-0e3omacuHoctn

an/IFJ'IaLIJeHVIe Ha npoxoxgeHune nepBoro

aTana CTaXxupoBku: obyyeHne dopMuUpOBaHUE PeUTUHTA

¢ bXYbYS IO PbYTSIYbUn KIDTBIADP f ANGhu j us x~Al Awpn N KaH/[MIATOB U KaJIPOBOTO pPe3€epBa
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KED 6 OvvpkB g EV\VTﬁ U AD NMPOXOXXOEHUE 00D EDO pvi gv CTAXXUNPOBKU

OVVLEVO pvigcv obirvovud ki go ¢

HDELDV0 x0i pgpuOED x NPOrPAMMbI OBYYEHUA ®EBo ¢cvb kyc

kKB1 0100600 kyvi cII®EOO ¢ 0D KkyC

m y-t Ad NXqNs Brimosine Hue pabounx
. . 3ajJa4 noJapa3/ieie Husl
Mporpamma Linux Basic
PT START A -
d @ AE XqNs 0 bOBIGYILE YhGSIO
. HOIBOUPOT YA 6PYo THITY A8 CIOL
WEB Basic [Tpoxoxae HUEe TOMOJTHUTEIBHBIX 00YyYaIOUUX IPOTpaMM
(MHOIUBHUIYAJIBHO B KaXKAOM IOAPa3/aeIe HUN)
¢ bXVYbVS K OI'bMbYa 6YA5PObYn
IOITRIADP £ ANAU j us x~A AwpaN
¢ boYbaUPk WHe He P 1O BHE JIP € HUIO
6 0 al¥e YOhnb3a 60 bl npoaykroB Positive Technologies
& KYe YORa 6 KD SI0na BYTOPObYn Ube UTYBGOP
Ubr 241610 USbb LT TYI DHOR b2a 64
UToroBbin ak3ameH CnenuanucT mo o0e cIie ue HIko

CEPTUDOUKALINA Ne1 WEB-6e30macHocTn




PaboTta ¢ BY3amu 2 ptcareer hub

BY3bl -TNAPTHEPbI:

= MUPJIA = & YPYS> OPLLR IMII YTYSOb1bk [IIFbUPYSa U6Y6
= IBOY = En bIYba M52 s TOSAa 6P Ybbk IIBHUPYSa U6Y0

= MI'TY nm.baymaHa = v YbIYAOPa IHIII3a s TOAa 6P Ybbk [1BHUPYa UoY0

= MTYCWU = { DPPa UTYSa IMIIIHELYTX MBYLASIObYLY

) Y Px sxa BI6Y b bYnbUl Y

®duHaHcoBbIN YHUBepcuteT npu lNpasutensctee PO
= 0 OPIBXalMIIIaBTOMa 6P Ybbk IIBHUPYSIa Yo Y0

= Konneoxa nHdopmaTtukm 1 nporpammmpoBaHng PmMHaHCOBOIo
- pop POTP P 6V BYIbIbELUI I YITH Ubr DSIHIC6ULY

yHuBepcuteta npu Npasutensctee Poccumckon egepaunm
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PT — START — Ba3soBble OCHOBbI & ptcareerhub
MHdopmMaLMoHHON 6e30nacHOCTW

OS Windows Security basic

{Windows Server & Domain Services 8) 4( OcHoBbl Linux

Active Directory Management
{MMHHHCTPHPOB&HHG Linux

—( AomuHunctpuposaHne Windows )

—(CCPBI/ICH B Linux

—C Active Directory )
{Bee.onaCHOCTL Linux cepBepoB
—( WWWP m y-t Aa N )

—( @ STYTa6PObDBLUGSULMOm y-t Aa N )
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—( NHdpacTpyKTypHbIE CepBUCHI B nomeH9

—( ¥ IIbIYb TObbk bBM P TObIYHY )
{OCHOBHbIe NPOTOKOSbI >
B Windows - nHpacTpyktype
—CBBGI{GHI/IG B CE€TCBBIC TCXHOJIOTUHN )
WEB Security basic (0 0TYBIe | HBOMbC LB >bY )

—CMOL[GJIL OSIL CeTeBoii ypoBeHsb- 13 )

BeeneHune sBWeb TexHonorum
—(Monem) OSI TpaHcnop THBII ypOBeHB-L4>

Apxutektypa WEB
—(BGBOHaCHOCTL JIOKaJIbHOM CEeTH )
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[lporpamma «Cneunanuct no MOHUTOPUHry b»

Pa3bop TMnoBbIX MHUNOEHTOB »
NHOopMaLIMOHHON 6e30NacHOCTU

NMPOIrPAMMA

NnoaroToBKu CIrNEUUATIMCTA
MO MOHUTOPUHIY UB
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NMPAKTUKA
HA PT-LAB
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PT - LABs
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PT SIEM + VM
10.10.109.10

PT Multiscanner
10.10.109.11

VLAN-109
“MGMT Network”

10.10.109.024

& & e

VLAN-101
User Network

Ubuntu 16.04
DHCP

VLAN-102
User Network

myt A N
ZNYT

1 bWd =¥ 2
kNlEdu("ﬁAE{

Windows 10
DHCP

1 bW >N [
k NiEd u@d AF

Windows 11
DHCP

[A@E-q| du@ AK

é
—/

DHCP client

=

1 bW =W
k Aly-{ du@ A

VPN Server
Router + NAT
10.10.109.254

FIREWALL
PT NAD-ALL in ONE
10.10.x.25424

=

1 bWd >N [
Zc pdul ARS
NN (AR

=

VLAN-107
"Server Network”
10.10.107.(r4
ae e ae
e e e
DC-1 Mail Server \yuixqh
10.10.107 1 10.10.107.10 NV WY
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WEB Service
10.10.108.11
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