HoBocmnbunpcknin rocynapCTBeHHbIN
TEXHUYECKUIN YHUBEPCUTET

HOTWU

OB OIbITE AKTYAJITU3SALIUU
COOEPXATEJIbHON YACTHU
OBPA3OBATEJIbHbIX MPOrPAMM C
MHOYCTPUAJTIbHbIMU NAPTHEPAMU

Kadpbi u obpasosaHue no Y6 e Poccuu:
Hacmosiwee u bydyuwee

UBaHoB AHapen BanepbeBuy
3as. kaghedpbl Sawumsl uHgpopmauuu HI'TY HOTU




caqmrerasovarni v [104FOTOBKA cneyuanuctoB no Ub B HITY HOTU

BbIYHMCIUTENEHOM TEXHMKIA

Kadbenpa saumrs peanu3syetcsa 18 net ¢ 2005 roaa
INpOpiey Ha Kadhegpe 3awunTbl MHpopmauum

n ypoBHSA noarotoBkn no Ub (bakanaBpwuar, cneunanurteT, MarucTpaTtypa, acnupaHTtypa)

E 6r00xemHbix mecm 8 2022 200y (ece2o nocmynuJsio 6osiee 130 Nnep8OKypPCHUKOSB)

(LW 6r00emHbIx Mecm Ha 2023 200 (oxudaembili Ha6op 170-180 cmydenmos)

npoxodHoli 6ann Ha 6r00xem e 2022 200y
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LUK HTU «TexHonorum noBepeHHOro B3ammoaencTBmus»

(DOHA HTW

«UeHTp HTU «TexHonormm goBepeHHoro B3amMoaencTemnga»

co3gaH B 2021 roay no pe3ynbTtaty otbopa Ha npeacraB/ieHMEe TrpaHTOB Ha
rocyaapcTBeHHyto cnyxby ueHtpoB HTW Ha 6a3e obpa3oBaTesnbHbIX OpraHu3aumin
Bbicllero o6pa3oBaHUss W HAY4YHbIX OpraHuM3aumMm B COOTBETCTBUM C
nocraHoBsieHneM [llpasutenbctBa Poccunckonm degepaumm N° 1251 ot 16.10.2017
r.

OnepaTtopoM nporpammbl gasBnsdetca PoHO noaaep>XKWM NpoeKToB HauuoHanbHOMU
TEXHO/IONMYECKON UHuUMaTmBbl. [leaTenbHOCTb LleHTpa peanun3yetcsa B paMKax
HaunoHanbHOro npoekta <«Hayka W YyHUMBEpCUTETbI», a TakXe HaumoHanbHOW
TEXHO/IOMMYECKON MHUUMATUBLI Npu noaaepxke MUHUCTEpCTBA HAyKU U BbICLLErO
obpasoBaHusa Poccunckom deanepaumn,

HITY

HALIHOHATIbHBIE
MPOEKTbI
POCCHN

www.nstu.ru




AxktyanbHocTb AT obpa3oBaHus

KopoTkoe BpemMs XKU3HU
T UT/UB TexHonorun (2-5 ner)

— NFT

Foundation Mogels
Webd
Computational Rorage —

Superapps
Industry Cloud Platforms

") Cloud Data Ecosystems

internal Talent Marketplaces

w

§ CtpemutenbHble TeMNbI
Digital Humans 25

E Dynarmic Risk Governance / pa3 B MTMH M TIM E

L Observabdity-Driven

L

Data Dbservability
Platform Engineering

Causal Al 4 Matavarze POCT Tpe6OBaHMﬁ K
Open Tekemetry ’
M Viabile
o BbiNnyckHukam BY3oB
Digital Twin of Machine Leaming
a Customer Code Generation
Generative Desgn Al
Autonomic Systems
= Cybersecurity Mesh Architecture

Innovation Peak of Inflated Trough of Siope of Plateau of

Trgger Expectations Dy slonment Enbghtenment Productivity
TIME
Plateau will be reached: <2 yrs 2-5yrs. @ 5-10yrs. A >10yrs.  ® Obsolete before plateau

Gartner
Exe rooHas aktyasrin3auusi

copgepxartenbHoun yactu Ol

www.nstu.ru



Kak aktyanusanpoBaTb? ®roC 3++

MNMpod. ctanpapT NMOOIl
HeoGxoaumocTb npMBnevYeHnsa BHELWHUX : KM
3KcnepToB U3 NPohUNbHLIX OpraHu3auum
BonbLlon 06bLeM JOKYMEHTOB, OlnK
onucbiBarowmx coaepxaHume Ol
CnoXHOCTb BOCNPUATUA OOLLEN KapTUHDbI se

obpa3oBaTenbLHOro npouecca

3HaTb BnageThb
yMeTb

HeoGxoaumocTb B BU3yanmsaumm cogepxartesibHOM 4YacTu
oGpa3oBaTenbHOro npouecca ¢ BO3MOXHOCTbIO AUCTAHLUOHHOIO
obcyxaeHus

www.nstu.ru



UYTo TaKoe copaeprKaTenibHan 4acTb
o CopepaHue
obpasoBaTtenbHOM Nporpammsbl ? 06pa30BaTeNbHOl

nporpammbl (Tembl
NIEKUUN, NPAKTUK,
NabopaTopHbIX, KYPCOBbIX
NPOEKTOB,
WHCTPYMEHTapUi)

HenpepblBHbIN Npouecc
B3aMMOAENCTBUA MeXayY

BY3amu n paboTtogatenamm

KomneteHuuun
N MHOUKATOPSI

[lacnopT
BbIMYCKHMKA
(nepeyeHb
KOHKPETHbIX
HaBbIKOB U

WHCTPYMEHTOB, KaK
pestome)

CyTteBoe
BEPXHEYPOBHEBOE
A4p0
(akTyanusaums pas B
3 roga nnu pexe)

PMOCbI U

Mpod.
CTaHAapTbI

OaHOBpeMEeHHO C aKTyaau3auuein cogeprXaHma noasnseTca
BO3MOXHOCTb 3KCNepTU3bl aKTya/IbHOCTU KOMNETEHLUI U CTaHZapTOB

ﬁﬂ' HFTY
' www.nstu.ru
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Cneynanutet n baxanagpwar Wb B HITY (gnas 3xcnepros) o7

Busyanusauus

1 cemectp (cneymanwrer)
Gaxanaspuar)

Wamsnamisacont aHamvE

Tewziinas amrefps (422)

= o1

Vinpopsarakz (6 =

WRocrpasseii sz (222)

Mictopus (3 22)

DHoEE AW=HOCTHOE W
KOMMYHHKETHEHOR KymeTypel (3 2.2

Duzn<ekEn KyreTyDE (13

Yu2lHIR NOSKTHKE DIHSKOMTENEHIR
npaTves (3 2.8)

MposeT=as zrmarsnocTs (222

+ [Jofiaems elwe ogHy kapToqky &

2 cemectp {cneymansmer/
Gaxanaspuar)

Mamenarysecont s (§22)

Mporpammuposakme (7 2.2)

Duzmka (5. 22

VHoaTpasseid azei (3 22)
Duzvsgceas greTyos (12e)

Mposet=as zermarsHocTs (2 2]
=3

+ Jofaems elwe ogHy kapToqky &

3 cemectp {cneymansmer/
Gaxanaspuar)

Teopus HHGopMaLME (5 =
KoMnesTEOHER roaduka L)

= o1

Mporpammepozanie (5 2.2)
=1

ZnaxTporensena (422)

Duzmka (328

DcHoEs MHDOPMELNOHHH
BezonacHoc (332

o3

WRocrpasseii szen (3 28]

Dunocogus (3 2.2)

MposeT=as zrmarsHocs (2 28]

+ Jofaems elwe ogHy kapToqky &

4 cemectp {cneymanmrety
Gaxanaspuar)

E230N3CHOCTE DNEDALNDHHEN CHITEM
Bze)

{=47

TEXHOADTHM 1 METOS!
nporpaMMHpoeanes (5 2e)

o3

OpFaHMIEUHR AASKTPOHHER
BEMICIMTENEHEE MBLWHH W
BEMUCIMTENLHEE CHCTEM (3 3.2)

CxemoTaxHuka (3 3.8)

DUIMHECHNE DCHOEE! TELNTE
WHOOPMELMH (4 3.6) win
CneynancHLe TAaek gusvei 4 3.8)

Mpzzceenzmme (322)

= o1

MRocrpasseii szen (222)

TICHOADMMA M TEXHOAOIMM
COUMENEHOTD EXEwMOsERcTERE (3 2e)

MposeT=as zrmarsnos (2 2]

+ [Jofaems elwe ogHy kapToqky &

5 cemectp {cneymanwret/
Gaxanaspuar)

Mogemapoeanue cucTem (3 22 wan
CHCTELE BETOMETHIMDOREHHOTD
nposkTepoEaHKE (3 22)

TporpamMMEQ-3NNapaTHER CPEACTEa
ofismaxesa IHDDFMELHCHHCG

CETH i TRV MEpELEHM
WHOOpMaLMK (3 3.8

{=47

EBe3onacHocTs aacres Gaz fasmen (3

22}

= 95

TeopeTw<enie oooss ofpabomo
curHanoe (3 3.8)

DosoEe pRaMoTEERE (3 1e)

MeTpoROrKF, CTaHEIPTHMIELMA W
pTHgMKILMA (3 22

pFEHMIZLMOHHOS ¥ NpEE0E0E
ofamneqese vREODMELMORADS
SezonackocTs (3 22)

OowypusHtoszssses 5 2] ww
3awmra v cbipaoma
+ [Jofaems elwe ogHy kaproqky &

& cemectp {cneymanwrer/
Gaxanaspuar)

KDMIMTOTpagusECkne METOLE ZALMTEI
WHOOPMELMK (3.8]

o1

TenHn=E0E CPEATES NDEH
vextos (5 ze)

SnexTpopasnousmepesyn (5 18]

MexgyHapoaHes ¥ pOCTHicEnE
CTEMZEQTE ¥ HODMETHEHEE 3KTE N0
¥HBOPMELMOHHOE BesonacHocTk (B

E230MaCcHOCTE XMIHEASRTENLHOTH (3
ELY

SKOHOMMKS M yTIpSangHME

DOMIEOATTER MR MM SeTEvEN (3
ELY

TpoMIE0LITEERKER NpEKTNE:
DI N0 NOMyHERE
NDODECTAOHENEREN PSRN 1 OMETE
NpodEcTAoHENEHOR SERTRrEHECTH (4

TerHMHEHER 22ULATE MBEoDMELWA (5

¥RpaEssHUe MHECoMALWoRHOR
SezonackocTe (3 2e)

o2
| Astraliousc |
¥npaessHue peccane (4 3e)

= Da

ATTECTALYA M 3yauT
¥HBOPMELMOHHOE BezonacHocTk (5

VHbopuaweossas GezonacHoce
Sankoecmoi geATenesocTH(S 28] MK

T cemecp (cneymanurer/ B cemectp (Gakanzepuat)
S—— _
Es3onacHocTe caTel x E220MaTHOCTE WHSODMELHOHHEL

B MTENERE N MEWH (§ 2 DHCTEM NEPODHATEHEN A3HHEN (3 28]

= L3 o4

CMELMENEHEE TAEEL SELMTE
wHopMaLK (5 3.8

= 913

Mposet=as zrmarsnocs (222)

+ [Jofaems elwe ogHy kapTodky &

MposeT=as zrmarsnocs (222

+ [Jofaems elwe ogHy kapToqky &

OCHOZE NOCTROEHMA W
SYHILATHMDOEEHIA CIELME LR
TERHMHECH co2acTE 3 ae)

TeHN=E0ER T2ULTE MECoMAL
(aoneaRuTEREsmE rrassl (322

TYMESATEDHEIE 2ONETE
¥HBOPMELMOHHOE BesonacHocTh (3

MpowzeoscTeessas (NP2 LaMNAOMHER)
MpEKTHES: NPAKTHIA N0 NOTYHESD

NDODECTMOHENEHEN YMEH 1 ONETE
npodeccRoHanEHod SeRTartHoCTH (12

ZawTs swnyoHol
KERNMMKEUNOHHOR pRSoTe, BAA=ER
NOATOTOEKY K NPOUEAYDS Z3IUMTE W
npoUEsyPY S3wuT (5 3.8)

+ [Jofaems elwe ogHy kaprodky

B cemectp {cneymanwreT)

E230MaCcHOCTE KEGOPMELMOHHELK
CHCTEM NEPCOHAAEHEN JaHHEX (5 3.2)

Pazpafomia W KOUTYETALME
ZEMLEHHE SETOUETHINDOEIHHEN
oacTem (6 ze)

CoEpEuSHELIE VETOLE ¥ CDELTTES
MOHUTODMHIE MHEODMALMOHHOR
SEZONECHOCTH W Z3UMTE!
©oMnERTEpHE T (S 2

= 913

TeHN=E0ER T2ULTE MECoMAL
(aoneaRKTEREsmE rrassl (5 22

JlonorsiTarsHee TI2Es ST
HBODMELIN HE KONTV=20K E3xHE
ofsexTax (5 3.2

TYMEHHTIPHEIE SCNSKTH

¥HBOPMEUMOHHOE BesonacHocT (3
22 i COUMENERD-NoHT=Etne
BCMEKTE] WHEODMELHOHHOR
BezonacHoc (33.2)

MMy HEL DR HER KRy DR
VkTepeeTa 2 22)

Mposet=as zrmarsnocs (222)

5 cemectp {cneymanuTer)

TMporoamMsc-2nnapaTHo:
ofamneseses PREODMELMOHHDS
BEIONECHOCTY HE KDWTHHECKA BENMHEN
obzextax (5 3.8)

o3

CNELMENEHEE BOTDOCE Z3LNTE
wHopMaLK (5 3.8

=1

CHEMOTERHHKA (AONCAHHTEEHER
raaesi) (53e)

MaTose! W CPEACTES NPOTMBOARACTEMR
TEDROpHITHEEON AEATENEHOCTA HE
KPMTHHECH 23xHEn Ofmexran (5 2e)

= 921

=

TMomex i NOMEXDYCTORYAESE NpWe
{4ze) wan Momsxm 8
EETOMETHIADOEEHHEK CHTTEME (4

22}

OprEHMIZLMOHHO-NpEE080E
ofamneseses PREODMELMOHHDS
BEIONECHOCTY HE KDWTHHECKA BENMHEN
obsexTax (3 3.8)

oZroToERE HEyeRad
aoayusHTaLMeE 28]

Mposet=as zrmarsnocs (222)

+ Jofaems ewe ogHy kapTodky W

+ [Jofiaems elwe ogHy kaprodky &

10 cemectp (cneynanmer)

Mpouzeoscmeesas (npegaunaouHad)
TIDEKTMRE: MEEKTHIE N0 NOAYHEs0
NDODECTHOHENESEN YMEHMT 1 ONETE
npodecoeoHaNEHod SeRTarEHOCTH (20
ELY

ZawTs swnyoHol
CERMAIMIELNOHHDE pREoTE, BAMHER
NOATOTOEKY K NPOUEIYDS ZAWATE 1
npoUEsyPY S3wuT (5 3.8)

+ Jofaems ewe ogHy kapTodky W
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Busyanusauus

METKW

Math

Software & Cybersecurity

Hardware & Technical Information
protection

Compliance

Social sciencies

Aucumnavna no suibopy

+ NoBasum ewe onHy kaprouky =

2 cemectp (cneymanuret/
Bakanaepwar)

!

Matemaruueckni aHanus (G 2.e.)

—
[5=]

WMC (5 3.2)

AuckpeTHan Matematika (4 3.2)

[ IR

MNporpammuposaHue (7 3.8))

Duzeca (9. 3.2.)

MHocTpanHoie ase (3 5.8)
Dunsueckan KyneTypa (1 3.2)

MpoekTHER AeaTeneHOCTs (2 3.8)
(= |

+ NoBaEuTh ele 0aHY KAPTOHKY =

=

—

A

MporpammupoBaHue (7 3.e.)

OnucaHme  Msmernts

TNexummn

MoHATME W EWAR NPOrPaMMMPOEaHIA. Mapanurmes v MeTadopel
nporpaMMuposaina. Kpurepun kadecrsa paspabori MNO.OcHoBHBIE NPUHLMAL
BE30NacHOrD MporpaMMUpPOBaHIE.

OcHoEHbIE 3Tanbl paboTel NporpamMmMel. Anroput dopmanmsaums pabortw M0,

OBocHosanue BuiD0pa A3LIKA NPOrPaMMUPOBaHIA, ){EPEICI'EPRETRKE OCHOEHBX
A3BIKOE NpOrpaMMHUpOEaHAA. Komnmn PyeMbIE, MHTEPNPETHPYEMBIE ASBIKA.

MNpougcc GopMUPOSaHIMA HCMOAHAEMON NPOrpaMMbl.

Tunol AanHpx & Asoike C++17, Python, Pasmeprocts agpecauua. [luanasorb
TWMOE MO CTAHASPTY.

CocTaeHble TWNE gaHHeX B Azbike C++17, Python. Moxatve, ucropua n
xapakTepucTvra STL

Mepementele, onepavye, BbIpaxeHnd, npecbpasosatna basosen Tunos C++17,
Python.

OBnacTe EMAMMOCTI NEPEMEHHBI. XAPEKTEPUCTIKE KNBCCos MamMATH.
[MpocTpaHcTEa UMEH.

Nokasars nonHoe onucaHwe,

JercTena Mokasats nogpobHOCTH

Hanwwwre kKoMMeHTapM...

PEKOMEHAYEMEIE

& MpUcoesMHUTLCA

ke

OOBABMTE HA KAPTOUKY

& Yuacrmkm
© Merkm
& Uek-nucr
@ Cpox

& Bromerue

YNYYWEHWA

+ [obasneHue yyd...

DI MNossickTs ypoBsHs
KOM3HE

BUTLER

+ [ofasuts KHonky

AENCTBMA

< TMepemewesue

@

www.nstu.ru




O6cyxpaeHune

(ASTRA LINUX |

~OSITIVE
TECHNOLOGIES

MEPCMEKTVBHbIN
MOHUTOPUHI

1 : I UserGate .’—be LTex




PesynbTtaTtbl 2021 roga OunnawvH Busyanusauusa Ol
Nno3BoONAeT:

KOMIMAHUU MPUHSIIIN YA06HO M AUCTaHLMOHHO NPOBOAUTL
YYACTUE B OBCYXXOEHUU aKkTyanusauuio cogepxaHua Orll

ISKCIIEPTOB OCTABUIJIN Cobupatb ob6paTHyto CBs3b CO
>30 CBOU KOMMEHTAPUN cTtypeHToB 0 KadyectBe Ol

KoHTponupoBaTb npouecc

>1 KOMMEHTAPUEB peanusauun Oll, 6anaHc HarpysKku
BbicTpanBaTb B3aMMOCBS3N MEXAY
MECSsIL HA CBOP ANCUUNIIMHaM
Bcero 1 UHOOPMALINU

A chekTUBHO BCTpanBaTb

on
NMpoekT YN Ha 2021 r.H. (npoexas pesTenwocTs, CTF W T.a)

(=7
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3akKrnr4dyeHue no pesynbTtatam npoekrta 2021 roga

Heobxoanma eauHas degepanbHaa cuctema pAna pas3paboTkKm UM CONPOBOXAEHUA
obpa3soBaTenbHbIX nporpamm (OI)

Cuctema pomkHa wuMeTb B cocTtaBe wMoaynb Busyanusauum OI1, oToOpaxarowmwu
cogepxaTenbHYH 4YacTb Y4eOHOro nsiaHa, CBA3M Mexay AucuuniaMHamu, 3Tanbl OCBOEHUS
TEXHONTOrMN U NHCTPYMEHTOB, BO3MOXHbIe TPAaeKToOp1UM pa3BUTUSA

BOo3MOXHOCTb NOCTPOEHUA NacnopTa BbINMNYCKHUKA

MHTYUTUBHO nNOHATHbIN Beb6 wuHTepdenc, MakcumanbHO YNpoLleHHass npoueAaypa
perucTtpauuu/goctyna pAana nNpocMoTpa U KOMMEHTUPOBAHUA  WMHAYCTPUaNbHbIMMU
napTHepamu, Konneramu n3 gpyrux BY3oB, ctyaeHTaM1, MHbIMM Y4acTHUKaAMM npouecca

|
' ﬂ HLTY www.nstu.ru
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Llenb npoekTta 2023 ropa

Co3aaHue LeHTPanM3npoBaHHOW OHJauvH nnardgopmsbl B3anMoaeuncrTBus BCceX
3auHTepecoBaHHbIX CTOPOH B o6facTn BbicWero oOpa3oBaHUA AN OnepaTuBHOW
aKTyanusauum copepxatesibHOM 4acTu obpasoBaTesfibHbIX NPOrpamMmM Ha OCHOBE 3KCMNEePTHbIX

OLeHOK.

Npeanonaraembie y4acTHMKM nnaTdhopmbil:
« 3auHTepecoBaHHble MUMHMCTEPCTBA U BeAOMCTBA, PErynsitopbl

BY3bI (npenogaBaTenu, CTyAeHTbl, PyKOBOACTBO)

MNMpeacraBuTenun opraHnsauum paboroaarenen

Hay4Hble MHCTUTYTLI

LeHTpbl KomneteHumnn HTU

7
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CueHapuu ucnonb3oBaHua NnatgopmMbl y4YaCTHUKaAMU

« CUHXpOHM3aLMA coaepkaTenbHOM YacTu obpasoBaTenbHOro npouecca BHyTpu BY3a,
onTUMU3aUUsa pacnpenerieHust y4eOHoM Harpy3ku U UCNosib30BaHUSA MHCTPYMEHTOB

« AdhekTMBHOE BCTpanBaHUe B Yy4eOHbIN NpoLecc AONOSTHUTENbHbIX aKTUBHOCTEN ANA
ctyaeHToB (CTF, npoekTbl, cTUNeHAUaNbHbIe NporpaMmbl U T.4.)

« OnTMManbHoOe BCTpaMBaHue peLleHUU MHAYCTpUasribHbIX NapTHEPOB B Y4eOHbIN nNpouecc
* Mony4yeHue akcnepTU3bl OT paboToaaTtenen

* PaspaboTtka y4yeOHbIX NJyIaHOB ANS CeTeBbIX NporpamMmm

 BHenpeHue TexHonoruun LleHtpoB komneteHumn HTU B oGpa3oBaTenbHbIN npouecc

* [Mony4eHune pasnnyHbIX aHANIMTUYECKUX OTHETOB NO Y4eOHOMY npoueccy
BY3a/BY30B/permoHos.

|
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[MpoekT nHtepdenca

— . - — - =y
= 10.05.03 MndopmaumnoHHan 6230MacHocTb asTomaTnamposanHbix cuctem | By nockn | 1= % = m a = OUIETPBI Q y‘-leﬁHI Iﬁ nnaH
¥M 2023 pna ABJ/ABC  MacnopT BbINYCKHAKS
MeTku Bl  Marepuansi/npogyxTeinapTh 1 cemecTp 2 cemectp a B 4 cemectp 5 camecTp 6 cemacTg
24 3. 61nex. 62 np. Okp. 1prp. 2432 151 naw. 74 np. Tep. 1prp 283 108 nex. 54 np. Tep. Oprp. 2438 5Bnex. 25np. Tep. Tprp 323e 173 nesw 22np. 2kp. 2prp. 32ze 98¢ H a rnﬂn H oe OT°6 pa)Ke H M e
Math Astra Linux MaTEMaTHUSEKUR HaNUE METEMATHUSCKII BHANKS Teopus MHGOpMaLIN MATEMATHUBEKER NOTMKE 1 Metoas 1 cpeacTes Besonac ~
. dan. 25rm 2200 ban. Zimee Z2n. 4oe . A g ounTorpatmecon s | o BO3MOXHbIX ThaeKTobuu
43,0, 6 nex. 4np HHGOPMBLMM 458 157
Software & Cybersecurity 432 17rnec 6np. Tep
BaseALT Nuueduan anredpa TeopuA BEROATHOCTEA W MNporpaMMipoBaHite
X 4ap Bnex &np METEMATUUECKER CTATUCTIAKE 430 36mek 6o, Tke TexHOROTHA 1 METORE! § ) Flporpal\pj
. dse 36 0ok 10ne. 1 NEOTPAMMUDOBAHHA CeTi W CMCTEMBI Nepeaati CpencTs:
Hardware & Technical fIeK. F HGOPMALH I
43m 7rex Snp Tep Praun HHGOPME
Information protection ! !
T —— opataca ———— | oune hoi b «« COBMECTHOEe OTOOpaxeHune
——————— Aae Baoe 120 1 MCKpeTHEA MaTeMaTka we. 33 e, Wnp Asa 17 nee dnp 1pp Aae 187
Compliance Lizdo2 o o s ner. 1204 Ao Broe dnp 4 2 v, 16 KomnsioTepnan rpaduia
a8 8m: 415 OCHOBHOTIO npouecca n
—————
User Gat OCHOBLI MAYHOCTHON 1 BNexTROTEXHUKE Be3anacHOCTs CHCTeM Gaa Bezonact
Social sclencies ser Gate KOMMYHHKTVBHOR KYNETYDEI MpOr PaMMUpoEaHIE dan Bren 4y Aakibix anexTpat
= 45 Brow Bas 422 FBnaw, Grp. kg Besonacrocrs Gnepaumonix 435 TS new. T Maw ONnoONTHUTEeNbHbIX
cnereM Astrs Linai
Arcunnnans no BeSopy DUIMIECKER KyNETYPE W CNOPT ol LS 430 131
Buson Koudmaenr DUINILCKAA KYNETYRA W CNOPT Duauka 430 13nex 4np BE30NaCcHOCTE ONEPALIMOHHEIX A
- 450 S2rec 1 acrew dKTUBHOCTEMW.
HHOCTPaHHBIA ASbIK Astra Linuy BaseALT TexHude
BaKyNETATUEHAR AUCLMANMHA 5
Y H MHOCTPAHHBIR A3biK 436 16nex, 16np INEKTPOHKKE M CXEMOTEXHAKE Bae 13w Anp chneKTor
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P-Busen A Az 16 ek 16 0.0 BEMMCANTENEHBIX MALLKHH W OcHose | y ]
10.05.03 42 3.B. - NpaKTHKa —— BBIMHCIRTENEHBIX CHETEM ~
[ononHUTENLHAR aKTUEHOCTE C I F c I M n e HA M an b H b I e
H
[ononHUTENEHEA AEATENEHOCTE Qo0 CHB YetiCTF YetiCTF YetiCTF YetiCTF n p o rp a M M bl M T A
00D EHE Cogesoeum Copemioemmn Copesicexns Copesice - -
CTUNEHaHA
Crnesan
Astra Linux WL "Madopmayuon-as WL "Wk
CepTHRMKATE! Astra Lint 5e30NacHoCTL Gesonacs
S oo0cuE (| MpaasTel 000 CHE
CapesHoaanuA Astra Linux Astra Lin
Gopemromann Astra Linux | Crwng-am Agtra Lin
[— Cot it
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KapTouyka aucumniuHbl

[lpopaMMHO - annapaTHble cpeacTBa ”j“gﬁ“ﬂe“:b'
obecneyeHuns NHPopmMaLNOHHOW 6e30NacHOCTHU gi Secret Net Studio OoTAEeNbHbLIN YY4eT MHCTPYMEHTOB
43¢ 32 nex 18 np 4 gnﬂl’t
Tun Saftware & Gybersecurity 5. Surricata
vere GHEED GEEEED G e e noac4yeT pac4aCoBKU OUCLIUMIINH U
OnucaHune 8. MK CB BpecT
N 9. Rubackup 3.9.
EKLWIAL

1. HopmaTveHble TpeGoBaHna U NPaBoBbIE aKThl B chepe MHGOpMaLMoHHOM 6e30NacHOCTH
No NPUMEHEHWIO NPOrPaMMHO-anNapaTHLIX CPeAcTs oBecneqYeHus MHHOPMALMOHHOMH

BesonacHocTK

2. CpeacTea 3alWThl MHGOPMALMK OT HECAHKUMOHAPOBaHHOMo AOCTYNA norsne Anﬂ BBO.D‘a KOM MeHTapMeB n
3. MexceTeBble aKkpaHbl

4. CucTembl 0BHApYXEeHWA U NPefoTBRALEHWA BTORXKEHWA OT06 pa)KEH Me KOM MeHTapMEB

5. CpegcTea aHTUBMPYCHOW 3alnTel MHbopmauun. EDR

6. CpeacTBa KpUNTOrpadYecKon 3amTel MHGopMaL M Apyr“x yLl aCTH MKOB

7. DLP

8. SIEM

9. ERP. Threat intelligance. Threat Hunting.
10. PAM. CpegcTea pesepBeHoro konupoeanua (RuBackup) ' A
11. CpeacTea BupTyanuaalun (CB BpecT). 3auumta cpeq BUPTYanu3aL onuncaH Me HEKLI,VI 7 l n paKTMK /
JlabopaTopHble:

1. AoMuHUcTprpoeanue C3WM ot HC, Dallas Lock. Secret Net Studio na60paT0pH biX / KprOBbIX pa60T

2. ApmuHucTpupoBaHdune pfSense, Snort IDS, Suricata IDS/IPS
3. AAMMHUCTpUpoBanne KoHTUHeHT AMKLL, KoHTUHeHT TLS
4. ApmuHucTprposadne CB bpecT, RuBackup

MeTKMN NapTHepoOB, Y4acTBYHOLMNX B
AUCLUNIIVHE

KOMMEHTapMH HanuWMTe KOMBMEHTIRKA & E E B I L:)_ U

MNpeanarak PacWKpMTs N3YYEHWE HHCTRYMEHTOS
SOC (SIEM, SOAR wTA.

0 MaxeT BeiTe yaARNWTE Donswe sHUMaHKs CK3IW?

OTnpaewTe

He x8aTaeT CcpefcTe aHanuia M yNpasnesns

LASOWLIAATALIN 4 SUAMEGATARAD BN o

www.nstu.ru
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By fon-eo H rTy aKf:Te-pBT?)B Komﬁzi;zzwea
HITY 5
HIY 2 Q 09.03.01 MHdopmaTHKa W BbIYMCAUTENBHEA TEXHWKE 30 100
TYCYP 6 ﬂ 09.03.02 MHQOPMALMOHHBIE CUCTEMBI W TEXHONOM MK 45 87

ﬁ 09.03.03 MNpuknagHaa MHGopMaTUKa 30 54

ﬂ 10.03.01 MHpopmaunoHHan BesonacHoCTb 23 100

a 1045.03 MHdopmaymonHasa be3onacHOCTb aBTOMaTU3MPOBaHHbIX CUCTEM 30 58

HopocTpoeHue 40 100

(] A

HacTpoiiku gocTyna | HFTY X

SCKHNE CUCTEMBI U TEXHONOT WK

10.05.03 MHpopmalMoHHan 6e30nacHOCTL aBTOMaTU3NMPOBaHHLIX CUCTEM

Monssosatenn HITY Akcneptol
Mpomos TuxoH KynpruaHoBudy 000 CWB
anHbIe Ka6MHeTbI By3OB Haymoea [laHa MnbrosHa Positive Technology
BnuHoe Maeen Bnagucnaeoeuy Astra Linux
KyaHeuos Apkaauil ANbBUaHOBUY BaseALT
KO HTpOH bn pOLl,ecca 3 KCI'I e pTM3 bl domuyér Opon BAyecnasoeny Kog BezonacHocTn
AHpapees MNasen Makcosny UserGate
KopguHa Aptemmnpa MruatkesHa KoHdwaeHT
HaCTpoﬁKM AOCTyna 3KCI19pTOB lopbyHoBa ®aHHu BnagneHoeHa ATOM DE30NacHoCTK
CyB60TUH Maana Apocnasoeuy R-Vision
AHTOHOBA XacmuH NaspedTeesHa JwenoH

Tpodumoe CeeacTerH MeHHaguesny
Mcaee Bonecnae MNpoTaceesny

www.nstu.ru
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ae=n

& 8 | = o Q o o naCHODT BbanCKHMKa

= 10.05.03 UHdopmauroHHas 6e30MacHOCTL aBTOMaTUSMpoBaHHbix cuctem | Mg nockn 1= %

¥M 2023 gna AB/ABc  MacnopT BeINycKHUKa

I H KuGepbesonacHocTb 0606 meH Haﬂ
OCHOBbI U ’ 3awmTa ceTe aamm‘::f’:ﬂ‘%ﬁqaum penest Cpr KTyp M p o Ba H H Oe

apxutekTypa OC

5 Ve E nceteﬁﬁe |c:3M o HC[ || IDS/IPS | MS;ﬁpiﬁ,f“;iH 6
B3aMMOLENCTEBHE
< [ aeermon | : = o  OTOOpa)eHue ocBaMBaeMbIX

A
j IW l
— YAANEHHBIR OCTYN | CAB3 I I MC3 I [Mem,nukvl u ncnxom:l] B bl n yc KH M KO M H a B bl KO B M
BezonacHocTe
/4 S
,, WHCTPYMEHTOB
EI -

E=—u
¢yHKLLHOHHDCBaHI‘I“
NnpPoLeHHbIU coaep)XaTenbHbIN
R | ynpotu Aep
|C><aHep—BCI IAstra Linux I | Linux I I Kali Linux | | Dallas Lock ] BMA 06pa30BaTeanoro

I ALD pro | |MaxPatroISlEM| | Metaspolit I |Secret Met Studiol |Kumrad SIEMI npo uecca

:l I NK CB EDECTl | XSpider | I MaxPatrol 8 I l KoHTuHeT AI‘IKLLII IKasperskiy Endpoint for Windowsl
3
‘ e

’ H MporpaMmupoBaxne
| CTpYKTYphI Qon Trnusauna
NAHHKIY

(.
T

www.nstu.ru




KaneHaapHbIY nnaH npoekKkTa

2023 ron

* lNepBOHaYanbHbLIX NPOTOTUN

« PopmMunpoBaHuAa eaUMHOU Ga3bl AAHHLIX UHCTPYMEHTOB U TEXHONOIMM1

» MNMopgkntoyeHne nopsapka 15-20% obpasoBaTenbHbIX nporpamm HITY oT 3aMHTepecoBaHHbIX
kachenp (Hanbonblaa akTyanbHOCTb ANA HanpasneHun UT n UB)

. I'IpMBnequMe JKCnepToB, HAYAJ10 IKCNEepTUu3bl

duHaHcupoBaHuMe Ha 2023 rog u3 nporpammsbl NMpuoputet 2030 (6roaxeT 2023 roga — 2300 Tbic. pyo.),
noteHumanbHbIn BY3 napTtHep — HI'Y, TexHonorunyeckas nopgaepxka ot LUK HTU «TexHonoruu
AOBEpPEeHHOro B3auMoaemMcTBUA»

2024 ron

- PaspaboTka moaynen uMmnopTta obpasoBaTenbHbIX nporpamm apyrux BY3oB

» [MoaknoyeHne apyrux BY3oB

« PaspaboTka aHanutu4yecknx yHKUMN ANA NOJSyYeHUs1 CTaTUCTUYECKUX OAAHHbIX NO
HanpaBfieHNIO0, PerMoHy, OTPacnum 1 T.4.

BroaxeTt Ha 2024 ron 3aBUCUT OT BbIOpPaHHbIX aHaNUTU4YecCKNX PyHKLMN, KOTOopble OyayT peanm3oBaHbl
(npeaBaputenbHo, ot 5000 TbiC. pyo.).

=7
",ﬂ ﬂ;-rr:; www.nstu.ru




NMpurnawaem Ha aktyanusauuro YI1 no Ub ana 2023 r.H.

Ccbinka Ha popMy y4yacTHMKA

https://feedback.ciu.nstu.ru/feedback/604

B oTtBeT 6yp,eT BbICJ1aHa CCblJiIKa npurnawlieHmne n MHCTPYKUnUA Ons IKCnepTa

AKTyanusauuma Tekyuwero nnaHa B 2023 roay peanusyetcs Ha nnatdgopme kaiten.ru

' ‘ HITY www.nstu.ru
/]



https://feedback.ciu.nstu.ru/feedback/604

HoBocnbupcknin rocynapcTBeHHbIN
TEXHUYECKUIN YHUBEPCUTET

HOTWU

UBaHoB AHapen BanepbeBuy
3as. kagheOpbl 3awumsi uHpopmayuu HI'TY HOTU

+7 913 708 1000
andrej.ivanov@corp.nstu.ru



mailto:andrej.ivanov@corp.nstu.ru
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