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KAPBEPHbBIE NYTU B KMUBEPBE3ONACHOCTM
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KAPBEPHbBIE NYTU B KMUBEPBE3ONACHOCTM

06 6e30NacHOCTE BHYTPH OpF X
BBIMOMNHAA OrPOMHbII NNACT

PelaeT 3a0a4n Ne BHEAPEHHUIO CPEACTE SallMThI,
Fl@Y X Hac /] wTaTHoro ¢y

CMELUHUANNCT
BHYTPEHHEM CNY){BbI
MHOOPMALIMOHHOW
BE3OMACHOCTU

WHXXEHEP
M H ¢o PM Au” o H H oﬁ Hmeet mxguueumﬂ ﬁelcrpa}m.n W BRINONHAET BHeApeHMe cucTem UB,

BuniodaeT 8 ceba MO OLC De LU bI-IOL'TEM MO XapaKTEpU3yeTea
MMEHHO Tem, yTo ofecn 1o 6e30r HOHKPETHOM
OPTEHW3ELIMA MK TDYNNEl KOMNEHWA. MOMET 33HN ST L 3a|.meu
HOPMETHEHBIX TpeBosaHui, of ceTemy B

anMuHucTpupoeate C3M u np.

W F W non e, P T
(dyHKLMOHANbHEIE TP [ 3TLUMTHI, B n
W a0MUHKMCTPATORE, METOAMUECHME UHCTRYKLIMM) M NDOSKTHYID [TEXHUYECKME 3302HMA,
TeEXHODAGOHME NPOEKTHI, CNELMBUKELIMM) AOKYMEHTALMED B DEMKEX BUIHEHHOMD LMKNG
cuctem WE. Mp cuctem UB (HacTpoka,

WHTEMPELUA W T ). BUEAPAET CUCTEMEI ME B UHDPECTPYKTY DY KOMIEHMWM,
oc_vu.lecTB.rme'r Hac‘rpnmky KOHGUrypawni 1 nonuTax CIN. Baaummemyer

BE3OMNMACHOCTU

3ALLNTBI HH®OPMALIMK

© et p B pamMKax BONPOCOR N0 SHCMMYATALMM
cucTem MB. DBecr i 10CTS M LUTETHOE dy ue
cuctem MB (yorpa SEEPHA K P owmbak e pafore).
oneir onbiT
@ ¥R HopMETHEKEN TDEEoRRHR @ =waHMe MOCT 34 Cueake Hanwmoakia
ogssue, @
cucTeLn saLMTE = eroTpeSosmusamn @ =vmme CYER(Oracle, Postgrez, WS SQL @ WwmckuA kpyTossE @ cbepe T M UE
Mower GuiTh cnieumanicTom @ =sonn e vexwanari, @ =uoms roxwanora sfsnesens
VIE  pazmmumms: naccom C2, L Y @ zemenz & oEncwe,

Moer BbiTb cNeyManMcToM

BHYTPeHHHIA @ TouvMskue CoTDeMeHMMK METOACE . Sususms TexuonariA obscneusLnE UE
aTak,

wnBccoE C3M, Kak SapySeume,
TaK M oTEuECTR SN

HaK 3BDESMIN, TRK W OTRUSCTREHHAX OC windows, Ullmf'nn( HACELIECS B CTPEMEAHMS CHITENE JRUMTS

oo e e
M NOCTROSHMA CeaTeR
BHyTREHHMIA

Ect . Feaune
& «MHGocHcTeMEl TKeTs [T e ——

no Ge20NRCKOR KACTROARE M0,
oBooransamus, T3M

@ 3#9Hne nogwoass kofecneuskie
GezanackocTi OC Windows, Unix™ o
PPHACHES A 1 622 A2HHEX

@ NewwnMsms manaT SxcnnyaTaLm C3K
lceTes by MAW XOCTOR x|
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PasArUYHbIX C‘IHHMDWB H HOPMaTHEHO-NPaBOBbIX

MpoBoaMT ayamThl Ha COOTBETCTBME TPeGoBaHMAM
@ aKToB B chepe U

~ =
no KPMNTOrPAGPHUYECKOM AHMMHMCTPMP}'E‘TM SHCTUNYSTUPYET CpeacTaa KPUMTOrpadUUSCHoN 3aLLMTE §_ “H¢OPMAuH°HH°n MpoeoouT ayauTs npoueccer, MT-uHpacTpykTyYpHI, Mud)apngl.wuuuux CUCTEM,
MHODM au.m« e T KpUNTOTpad) VIO SALLATY C3A3N, OPTEHWU3ELHOHHBIX W TEXHWHECKWX MED Ha COOTBETCTEME TpeBoBEHWAM CTaHRApToR
BALU,“TE n H(DOPMAU,M ] e GOPMALMEN, HO TEKHE MOMET MCCNEACEATE < 5E3° nAc ku W HOPMETHEHO-TIDEEOBHIX ama e cdepe MEB. Mo pe3ynsTaTam ayauTa BHRENAET
mum W HENOCTATHM KDUMTOrDAGMUECHIX SATODHTMOR. 5 THW W pasp BIB: 1M1 MO WX yeTpaHeHuio. PaspaBateieast
o METOAONOT ﬁazy L] WB 1 OTUETHYH AOKYMEHTALMIO
-1 O NpoSeReHHbX ayawTax MB.
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MowM B M COBPEM LN METOASE, Sumse MeNAYKADOANS CTEMASPTER
Moer BTk cneuuanucToM e VHETEYMENTES M TEXKCROrUA NBORSAZHNA BTaN, LT IS 2700x, NIST, PCI DS,
@ =2 ocHoR pRATCrEaIsTCHGR SBuTS @ =sauc n oneT pafioT < AnascceuSacpau, BUTYANBHEX YTDO3 HE 1 COERCTE TALMTE coeR wapl
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ShBHME CETEGHX TEXSONAWA, CTHOG CETERCD
BIZMMOREATTEME H NOCTROTHMA CETEA

@ 3sume wopuETHERS-TRaSCaRX BETIR

Poccritckof Degspaumm @ cnacti M

PA3PABOTHA, BHEAPEHME M NOAOEPHKA CPEACTB

FALMTE e keuTOR HT-HuSDacTRY=TYRE

3akie WOPMATHERC-NPAGIRNK BaTIR @ HoKHA PYTEIoE 8 CESRE T 1 HE

MomeT BbiTh cneuManicTom v TpESomun (15203, 3203, 18703, G231, e
@ ONET PASOTH C PACTPOCTRAHEHHEIMH £84-M, MOCT 5758001 M T. 5, — & SAGHCHMOCTH EcTe P e T — T
"] CDESCTREMM KDHNTON MNETHOR 3BLgMT ‘OT OTDACAM M Cna MMM KOMITARHM] . - -
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naccom C3M, wak 32Dy SemHEY, TEE W OTEYSCTESHHEX
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1 I Kak mbl npoBoaum exxerogHyro ctaxkuposky B LLUD

z I Ha Kakue 3HaHUA N HaBbIKU oGpau:,aeM BHUMaHuMe

3 I Kakue nHcTpymMmeHTbI NpeaocTaBasem
ANA pa3sBUTUA HaBbIKOB

UHdocuctemnol [xer 4



KAK3TO MPOUCXOAMUT Y HAC?

CraxxmpoBka
COCTOUT M3 3 3Tanos

Nwem nHxeHepos
N KOHCYNbTAHTOB

YT100ObI NOMacTb

B CNEAYHOLLMM 3Tan, HY>KHO
BbIMOJIHWUTb YCNELIHO
3aZ,aHVe nNpeablayLLero

bepem B wraT
C UCnbITaTe/IbHbIM
CpPOKOM 3 MecsLa

NUHdocuctembl xer



ITAMN 1. PEFTUCTPALLMA

1 | OtkankHyTbCA Ha caiiTe

2 | Mpunoxutb pestome

2 | BbinoanuTs Tectosoe 3a/laHne

.....

NHdocucTtembl xeT




NMPEACTABDTE CEBA B POJIK AYAUTOPA

OnuvwwnTe cywecTeyrowme Ton-5
KpUTUYeCcKux npobaem

c oboCcHOBaHMeM, novemy
BbIOpaHbl MMEHHO OHWU

Kakne Ton-5 opraHnsaymoHHbIX
N TOM-5 TeXHNYEeCKnX Mep Bbl
NpeasoXuTe peanmsoBatb

NHdocucTtembl xeT
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APM Kaccupa

Po3HWYHbIE duanansl
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yﬂ,afleH Hble MOZ1Ib30BaTE/N

[naHweTbl NepcoHana

CeHcopbl/aaTumkm

CDepMa CO CKJlagoM

1

NHTepHeT -
1

1

CepBepHas

LleHTpanbHbI oduc 10



HA 4YTO Mbl OBPALLAEM BHUMAHME

N N
Hackonbko TexHunueckue
MU OpraHu3auuoHHbIe Mepbl Kpyrosop
pesieBaHTHbI ANA 3aAaum
. 4 . 4
N A
N3noxxeHune
Jlorunka o4
CBOMX MbIC/IeM
pa3MbIlUIeHNA
B cBO6oAgHOM cTUne
. 4 & 4

UHdocuctemnol et : 11




3TAIN 2. NEPBAA OMHAA BCTPEYA

1 | Pacckas o komnanum

2 | Bropoe 3asaHue

3| CobecepgoBaHune c HR

NUHdocuctembl xer




NMPEACTABDTE, YUTO Bbl PABOTAETE
B MHTEFPATOPE

Hapucynte obLyto cxeMy apXnTekTypbl
Kubernetes n onnwnte Ha cxeme MecTa
C MpuMepamMn yrpo3 6e3onacHoCTH

JetHabr 30 anpena 2020 8 10:23

MpoKayan ckunnol B DevSecOps: 5 Be6UHAPOB C Teopuen u
NpakTUKom + 60HyC

Bnor komnanun MHpocuctemsl [Lxet, MHgopmaumorHan GezonacHocTs”, IT-uHpacTpykTypa®, YnpaBneHue pa3patoTkon®,

DevOps*

OnuwnTe MexaHu3Mbl 3aLlLUThI, DEVSECOPS - HAHAIJIO
KOTOpble 3aKpbIBarOT Yrpo3bl | PABOTbI B KITACTEPE
| KUBERNETES

MHAP HAYHETCS

[NogroToBbTE BONPOCHI, KOTOPbIE MO3BOAAT BaM
MOHATb TEKyLL,ee COCTOAHNE

M chopMmMpoBaTb NPeAsOXeHMNE MO 3aLmTe
MHOPACTPYKTYPbI Cpesbl KOHTENHEpPU3aLLUK

NHdocucTtembl xeT



HA 4YTO Mbl OBPALLAEM BHUMAHME

N D
Hackonbko 6bin A eTanbHOCTb OTBETa,
yCBOEH MaTtepuan noruka
o 4 \ 7,
N N
MN3noxxeHne ceBonx B kakom BekTOpe ecTb
MbIC/Z1IEN B NMUCbMe YKenaHue pa3BUBaTbCA
- 4 - b

UHdocuctemnol et 14




3TAI 3. KEMC-KJ1TYB B KOMAHAAX

11 KomMmaHabl — no 4 yenoBeka

21 vy Ka>KJ0N KOMaHAbl — CBOW
Kewnc

2 | B komaHze — PYKOBOAWNTENb U
aKCnepT

NUHdocuctembl xer




NMPEACTABDTE, UTO Bbl PABOTAETE
B MHTEFrPATOPE

NMPOBJIEMATUKA

B komnaHuu npounsowen 60abLWON NHLUMAEHT NO yTeuke 6a3bl KNMEHTOB. KAneHTbI
KOMMaHUK COOBLWAtOT, YTO MM Havaam MacCOBO 3BOHUTb 1 NMpeaaaratb YCayrm
Apyrme KOMMNaHWM 3TOro Xe cekTopa.

AenaptameHT VIb npuHAn pelleHne BHEAPUTb CUCTEMY 3alLUThbl OT yTeyek
nHpopmaumm (ganee DLP). K Bam, Kak K nHTErpatopy, obpatnaca HadanbHuk ANB
C 3anpocom pacckasatb o DLP.

AenaptameHT T He coBcem cornaceH ¢ BHeapeHuem DLP, motuBmpysa 310 Tem,
YTO 3TO CO34aCT AOMNOJHUTENbHYO Harpy3ky Ha obopyaoBaHue UT, ygennunt
KOAn4ecTBO obpalleHn noab3osBaTenen ¢ npobsemamu, notpedyert
AONoAHUTENbHbIX Atogen B wtat ANb ana obcayxkmsaHma DLP-cuctembl.

NUHdocuctembl xer




HA 4YTO Mbl OBPALLAEM BHUMAHME

A A
YmeHue paboratb 3HaHWe TeXHUKWN
B KOMaHAe M Kpyrosop
\ 4 \ /
A A
HaBbiku aprymeHTaumm
N Npe3eHTaLunm CBOEro CoobpasurtesbHOCTb
pelwieHunn
\ 4 \ b

UHdocuctemnol et 17




NMOPTPET COTPYAHMUKA

o
@ ba3oBble 3HaHWA @ lleneyctpeMneHHOCTb (TONLKO 30%

onepaunoHHbIX CUCTEM, CETU NMPUCbINAKOT NepBoeE TECTOBOE
AOMallHee 3a,u,aH|/|e)

@ 3HaHWe 3aKOHOoAaTenbCTBa

e Kpyrosop HaueneHHOCTb Ha pa3BuTue

@ [lpakTnyeckni onbIT paboThbl YmeHue pabotarb B komaHAe

CO CpeacTBaMM 3aLmThbl byaeT
NAHOCOM

Coobpa3znTenbHOCTb

KOMMyHI/IKaTI/IBHbIe HaBbIKWA

| Aanbuwe mbl Hayumm TexHuke n C3U

NUHdocuctembl xer
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PABOTA C HACTABHUKAMM

-~
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HactaBHUK yyacTByeT
B oTbope

g

HactaBHMK NpoayMbiBaeT NpakTnyeckme
M pa3HOM/JaHOBbIE 33JauM

HactaBHUK norpy>aeT HOBMYKa
B NPOLLeCCbl KOMMaHUW, TPaanL MK,
HedopMaJsibHble NpaBuia

NUHdocuctembl xer




TPEK CTAXXMPOBKM
N0 6 MECALLEB

TEOPUA

ObyueHune «Obwee noHMMaHne Vb»
3yueHne HOpMaTUBHOW JOKYMEHTaLNM
KoMmMmyHMKauma, AenoBas nepenncka

MPAKTUKA

JocTtyn B nabopatoputo A5 YyCTaHOBKM
M HaCTPOMKMN CPEACTB 3aLLnTbl NHGOPMaLLUK

[NoakntoueHMe K 3aga4amM B NpoeKTax



——— MeetUp

O6yuaiowuin MUTAn
y @
Cyber —Z RN «CeTeBas 6€30NMacCHOCTb»

<444

PRI S I

Ny
11:00 (UTC +3)

Camp
2027

Xovyews NPOKaYaTh CBOM HABbIKM B
WHPOPMALUOHHOM 6€30NACHOCTU?

MeetUp

¥ HAC eCTb TO, UTO Tebe HyXHOo! 14 ceHTacps
HAYHEeTCs O6LEePOCCUACKUIA OHNARH-CMPUHT NO
OTRQOBOTKE HOBLIKOB 3ALUMTEI OT KMEepaTak,
KOTORbIA COBEPET HAYMHAOLWMX U NPOOBUHYTBIX
npegcrasutenein Mb-coodwecrsa

O6yuatoun mutan
«besonacHocTb Linux»

21 nexadbtps
KOS

11:00

d \ [IIIFIRIZARA ST 1N <4<
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15 CTYAEHYECKMX KOMAHA
CYBER CAMP 2022

QApxaHren bCK

QCaHKT-I'IeTep6ypr
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A BUSHEC «3A»

NHdocucTtembl xeT
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CNACUBO
3A BHUMAHME!

. Onbra Enuceesa
@cybercamp_online «WMHoccTeMbI IKeT»

2023



